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ABSTRACT

User authentication using PIN input or lock pattern is widely used as a user authentication method of smartphones.
However, it is vulnerable to shoulder surfing attacks and because of low complexity of PIN and lock pattern, it has low
security. To complement these problems, keystroke dynamics have been used as an authentication method for complex
authentication and researches on this have been in progress. However, many studies have used imposter data in classifier
training and validation. When keystroke dynamics authentications are actually applied in reality, it is realistic to use only
legitimate user data for training, and using other people’s data as imposter training data may result in problems such as
leakage of authentication data and invasion of privacy. In response, in this paper, we experiment and obtain the optimal
ratio of the thresholds for distance based classification. By suggesting the optimal ratio, we try to contribute to the real
applications of keystroke authentications.
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Tablet[2015- ] >

Timing + Pressure

Pressure + Motion

Touch + Voice >

Fig. 1. The evolution of touch dynamics biometrics research(7)
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Table 1. Comparison of previous keystroke dynamics experiment methods and results

Study Year SubJeCt Input Input Motion Classifier EER(%)
size type length data
Clarke et al. (14] 2007 32 D 4/ 11 X neural network 8.5/4.9
Nearest Neighbor 3.65 /
Zheng et al. (15) 2014 80 D 4/ 8 @) distance 445
Mendizabal-Vazqu 2014 80 D 4 O Euclidean distance 20
ez et al. (16)
kKNN(k=1)
P Manhattan weighted
Gl“fﬁgf?] et al. 2014 20 C 8-9 0 KNN(k=1) 0.08
Manhattan scaled
weighted
Antal ?Esdj Szabo | 941y 42 C 10 X Manhattan distance |  12.9
FAR
4.4%,
o (19) 2014 55 D 4 0 SVM FRR
5.3%
Wu and Chen (20) 2015 100 D 8 0 statistical 0.556
Tasia et al. (21) 2014 100 D 4-10 X statistical 8.4
Jain et al. (22] 2014 30 D 10 X SVM 2.8
Gaussian
50 estimation, 6.27
Teh et al. (6) 2016 c | 4/16 X z-score matching
function,
150 standard deviation 5.49
drift
Lee et al. (23] 2017 6 D 6 @) OC(One-Class)SVM 5.27
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o

AL oviglct mebA time' dlolEl= 1749
1709 DTt 4709 FT=2 A=Y, +44 6
2] PIN®| 170e] AlZell= 6701¢] DT<} 2074
FT, & 36709 A dlelel(raw data)® 7A€

Key Down l l Key Up Key Downl Il(e'_"uI Up
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Z
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Fig. 2. Time feature configuration
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Fig. 3. Axis configuration of motion sensor (a)
accelerometer and (b) gyroscope
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3.3 FA HOIE 43 ¥ 53 #5

(Fig. 4)¢} #o] E =Fox= 648 PINa
766420 slHste] 94 HeolHE $AEe =
2ol= appd /NIt PINS EjAaz=ldA] 5
252 ket X E aEsle] AAEIE6, 31).
AL 98 Nexus 5Xel ETRI keystroke

ETRI_Keystroke_Collection

PIN# = 766420

M Y 405

4830l el
1 2 3
4 5 6
7 8 9

L ES 0 =0l

Fig. 4. The user interface of the ETRI key
collection app. After entering PIN 766420,
users enter their name to save the data.
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Table 2. Experiment environment

Collect method ETRI key collection app

Collect device Nexus bx

# of collect 22

collection app(Table 2]& A3}l 2279

=& (Fig. 5)

et

43

T

o 25

o =&

FAR(False Acceptance Rate) @ B]AA A%

A%

FRR(False Rejection Rate) :

g AR QAste] Selsh 38
g S

AHgALE AR F)AER S dolH
62+2] PINS 3 g1 A & 7o AZo] A4 s

2
E‘l‘;g

shelet. BG4 AHERLR QQAlsle] Avshe B

EER(Equal Error Rate) : FAR¥}

FRRe]

o ARARG 10070 o] ke] &S sAlsksich
A% AZY AL (Table 3, Table 4)9F %
o} shtel A=k 96709 ‘time EA(DT. FTI, FARS Aldle] AvAE ov]gde] ule}, whek
FT2, FT3 =elw FT4), 124 ‘size 54 FARe] sgoil 3478 29 v Akgrhe A
(sizeDn, sizeUp), 24702 ‘coordinate’ EA AT Azdle et glvh dlel FRRE
(xyDn, xyUp), 571 W (mean, pos, neg, ARk HNR ARl S eRighel o
rms. neg)o® =Z3F wA dlolg] zhzt 18749 2}, ®heF FRRo| =2 AHAF AFEAl= QS Als
‘ace EA(x. v, z). 18749 ° gyr EA(x. v, 7)< g glor Q1% AXE ubEsA ohA] Aok
2 74E 8 g 7H4 Lo 2 2497]9] EA o b A (fuzzy) 714 s Al=EellA ARE-Sh=
= u A% 8ol A ASol A el A
I AL SPHE & glok AAl S-Sz e asleA
V. Ms o} = Alzd"e] kAR AvAde] o Fagel wet
ARgARE Al 2~31e] AAES Sglth whebid
Al AZAAE e Y] sl b 1SS AR AR S e e wdd
= A 5 ik
Table 3. Features and number of keystroke type of PIN 766420 sample
Sample
Type Keystroke
Feature Time Size Coordinate
DT FT1 FT2 FT3 FT4 | sizeDn | sizeUp | xDn yDn xUp yUp
6 5 5 5 5 6 6 6 6 6 6
Each # 26 12 24
62 features

Table 4. Features and number of motion type of PIN ‘766420 sample, The total number of features of
the PIN ‘766420 sample.

Sample
Type Motion

Feature mean pos neg rms neg

acc gyr acc gyr acc gyr acc gyr acc gyr

18 18 18 18 18 18 18 18 18 18
Each # 36 36 36 36 36

180 features

Total # 1 sample = 62 features+ 180 features = 242 features
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Error rate

FAR FRR

EER

threshold

Fig. 5. The relationship between the FRR, FAR,
and EER(7)
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o] EERel 717+ A o, o=k

M:EERS’% TAZ wEzA 7). wet

. H3le LFE(d: FAR) S
(FAR+ FRR)
2
AL o]-g-3}d =S L5FE(el:
FRR= (2* EER) — FAR )& A3} 4 9)t}.

4 EERe] Axtel

z2AslaAl 3w = FEER 9] 3

R L R DEERE R
AT A5e wasly A5 2] 239
ER5e) %L vl wa, AL 25l

| Ad Al EH?S& A

511 A7|gd

AR dele) wel A4 F9E k] o)
2ol dolHEe EAsAL 24T W9l v
Agalof deh. mE doleld] Wl 2oldugo R

Q3 e AFATL A7E AL BT S 9

512 He|7|gt 277

A AF82be} vIAA ARALE BRal] 93 o
FR717E AREARE B EellAe ARt
2 A}83}o] A} Al BRakc)

Aol 88 ~AdF Ar] vEYS A
}7 A3l O, =78k EF771el4 53 2AY
Al WEY ZzF 2784 Wil e 23ste
3 vl wallrl, Bl A3 Standard AL
Manhattan #gl¢] x| M £ Aes
RHo] B oM 2Ad3S Standard 2=AY
g, 78] v E2]& Manhattan #2|& A-&slodc}
(Table 5).

o}:s‘l.
57

[}
H
s

olr
ol

[

i) o_>L‘, ot

Table 5. The scaling and distance metric used
in the experiment.

Scaling Standard scaling

Distance metric Manhattan distance
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Table 6. The result of experiment for calculating feature ranks and optimal «
Rank Feature EER (%) Opt;mal Rank Feature EER (%) Opt;mal
1 FT4 21.947 0.6 21 rms-acc-z 32.645 1
2 FT2 22.705 0.6 22 mean-acc-z 32.740 1
3 xyDn 23.684 0.8 23 rms-gyro-y 32.842 0.8
4 DT 23.716 0.9 24 rms-gyro-z 33.014 0.9
5 FT3 23.911 0.6 25 mean-gyro-x 33.218 0.8
6 FT1 24.569 0.5 26 sizeUp 33.392 0.8
7 sizeDn 25.861 0.8 27 rms-acc-x 34.739 0.8
8 pos-acc-y 28.568 1.1 28 neg-gyro-x 34.769 0.9
9 pOS—gyro-y 29.342 0.8 29 std-gyro-x 35.239 0.7
10 xyUp 29.983 0.6 30 std-gyro-z 35.555 0.6
11 neg-gyro-y 30.599 0.8 31 std-acc-y 35.702 0.6
12 Irms-gyro-x 30.602 0.8 32 POS—gYTro—z 36.011 0.7
13 mean-acc-y 30.732 1.1 33 std-acc—x 36.189 0.6
14 rms-acc-y 30.732 1.2 34 neg-gyro-z 36.633 0.8
15 pos-acc-z 30.813 0.9 35 std-gyro-y 36.635 0.6
16 mean-acc-x 31.072 1.1 36 std-acc-z 37.121 0.7
17 neg-acc-x 31.201 0.7 37 mean-gyro-z 37.676 1
18 pos-acc—X 31.321 0.8 38 neg-acc-z 46.942 0.7
19 pPOS—gyro-X 31.935 0.8 39 neg-acc-y 48.458 1.1
20 mean-gyro-y 32.071 0.8
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